CTAHOAPT
BE30OINMACHOCTUM

NMPOEKTUPOBAHWUE U BHEOPEHWE
UHTEMPUPOBAHHBIX CUCTEM BE3OINACHOCTM:
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KOPMNOPATUBHAA NMPE3EHTALUA AO «CTAHOAPT BE3OMNACHOCTWU»



O KOMIMAHUU

AO «CTAHOAPT BE3OINACHOCTU» -
TEXHONOrMYecKuin U busHec-napTHep
KOMMaHUU — NMaepoB POCCUUCKOIO
pPbIHKa U rocyaapcTBEeHHbIX
opraHusauum

Cpefun KNMEHTOB KpynHenLne poccunckme
kKoMmnaHun (M3 penTtnHra PBK «500 KpynHenwmx

MO BblpY4YKe KOMMaHui Poccumn»), rocyaapCcTBEHHblIE
CTPYKTYPbI 1 MexxayHapoLHble Kopnopauun
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CTAHOAPT

CobcTBeHHble pa3paboTka SRR oo
U NPON3BOACTBO

PaspaboTka 1 npon3BoACTBO 060pYyAOBaHUSA
B Poccum nopg co6CTBEHHOM TOProBOM MapKou
POCTAB® (POccuiickuii CTAHOapT BesonacHocTw)

BHeppeHne cnctem 6e30nacHOCTU C y4ETOM
obecnevyeHns CaHKLMOHHOW HE3AaBUCMMOCTU

Pa3paboTka nporpaMMHoOro obecnevyeHunsd

Pa3paboTka AOMNOMHUTENbHBLIX Moaynen angd 1‘
CTOPOHHEro NporpaMMHoOro obecnevyeHus
C ucronb3oBaHmem API/SDK gnsa paclumpeHms !

bYHKLUMOHASbHBIX BO3MOXHOCTEN CUCTEM

’@."
MopepHu3aLUus, paclumpeHme 1 noaaepkKa i 2 2
CYLLECTBYIOLWMX CUCTEM 3apYBEXHbIX o = ot B e e
NPON3BOAMTENEN, MOKMHYBLUMX POCCUNCKNIA PbIHOK , ﬁ | B
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[MpoekTUpoBaHUe
U ynpaBJieHne NpoeKTamm

*  AHanmMs goKyMeHTaumMn 1 TEXHUYECKNX YCITOBUIN
« ObcnegoBaHMe obbeKTa

* PaspaboTka KoHuenuum 6e30nacHOCTN 0b6beKTa
N NOOrOTOBKA TEXHMYECKOro 3aaHuns
Ha NMPOEKTUPOBaHME

* OueHKa 3aTpaT Ha BHegpeHMe NHXXEHEPHbIX CUCTEM
obbekTa

« Pa3spaboTka NpPOEKTHOW OOKYMEHTauun
B COOTBETCTBUU C TpeboBaHNSAMM CTaHOAPTOB
N NPOXOXAEHNE IKCNepTU3bl, CTOMMOCTHOMN aHanms
NPOEKTHbIX peweHnid, BIM- n 3D-mogenmpoBaHme

« 3awmTa peUJeHMVI B 3KCMEPTHbIX OpraHnN3aumndax

«  KoOHTposnb KayecTBa BbINOSHEHNS PaboT, GUHAHCOBLIN
KOHTPO/Ib, aBTOPCKMIA Haa30p

%

CTAHOAPT
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[TlocTaBKa, MOHTaX,
obcnyXuBaHue u
TexXHUu4Yeckas nogaepixka

[MocTaBka 060pyaoBaHUS U MPOrPaMMHOIro
obecneyeHud

MoHTaX 060py,D,OBaHVIF| n MaTepmnasioB
ﬂyCKOHaJ'Ia,D,O‘-IHbIe paGOTbI

Pa3paboTka AOMNOMHUTENbHBLIX Moaynen ans
NpPOrpaMMHOro obecnevyeHns ¢ NCMNoJIb30BaHNEM
API/SDK ans paclumpeHunst GpyHKLNOHaNbHbIX
BO3MOXHOCTEN CUCTEM

[apaHTUIHOEe 06CyXXMBaHMe
TexHn4yeckas noaaepxKa

O6y4yeHune cnyX6bl akcnayaTaumm

CTAHOAPT

BE3ONACHOCTHM




CTAHOAPT

O6ecnequ Me BE3ONMNACHOCTU
MHdopMaLMOHHON
6e3onacHoOCTH

¢ 3alWuTa 06bEKTOB KPUTUYECKON MHPOPMALIMOHHOMN
NHOPACTPYKTYPSI
« 3aluTa NnepcoHanbHbIX AaHHbIX
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¢ 3aluTa un atTecTtaums rocygapCrtBeHHbIX
MHPOPMaALMOHHbIX CUCTEM
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* BblinonHeHune TpeboBaHu baHka Poccun

* 3awmnTa KOMMep4eCcKon TanHbI

* KOHCanTuHr, ayguT 1 aHanu1s 3alueHHOCTU

*  AyTeHTUMKaUUA U ynpaBieHne OOCTYNoOM

*  MOHUTOPUHI U pearnpoBaHue Ha NHUMaeHTbl b

- CpepcTBa 014 3allMTbl MEeperoBopoB
OT NPOCNYLNBaHWUSA

* TecTupoBaHMe Ha NPOHUKHOBEHME (I'IeHTeCT)




CTAHOAPT

HenpepbiBHbIA MOHUTOPUHI
MHdopMaLMOHHON
6e3onacHocTu (SOC)

*  BepxHe-BOMKCKMMN KOpropaTUBHbIN LIEHTP
«[ocCOlMKA» Ha base «CTaHOapT 6e30nacHOCTU»

« CBoeBpeMeHHoe NHpopMUpoBaHMe HaumoHanbHOro
KOOPOMHaLMOHHOIO LieHTpa Mo KOMMbIOTEPHbIM
nHumpgeHTam (HKLK) o KoMMbloTepHbIX aTakax
N MHUMOeHTax

*  WHBeHTapusaumsa MHPopMaLMOHHBbIX pecypcoB
*  AHanuM3s 3alunLLEeHHOCTH

*  MOHUTOPUHI COBLITUN MHPOPMALIMOHHON
6e30nacHoOCTU

« PearvpoBaHve Ha MHUNOEHTHI
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JNlabopaTopusa cneuuanbHbIX T
NpPoBepoOK U cneuunanbHbIX
uccnegoBaHuu

« CneumanbHas NpoBepKa TEXHUYECKMUX CPeaCcTB
NPOBOANTCHA B COOTBETCTBUW C TPebOBaHNAMM
HOPMaTUBHbIX METOAMNYECKMNX OKyMeHToB PCH

Poccumn ‘

Bo BpeM4A crneunalibHbIX MCCﬂe,D,OBaHVIVI '
I

OLUEeHNBAKOTCA KaHaJlbl YTEYKUA VIHCDOpMaLWII/I

B COOTBETCTBUAN C Tpe6OBaHVIF|MI/I HOPMaTUBHbIX -

mMeToamnyecknx gokymeHtoB PCTIK Poccum n ®CH
Poccun

[ononHuTenbHO nabopaTtopus MOXeET fopaboTaTb
M3BM gnsa o6bekToB MHPOPMaTU3aLMN,
aTTecTyeMbIX No TpeboBaHMAM Npukasa PCTIK
Poccum N2110




ATTecTauus o6beKToB
MHPopMaTU3aLmm

Halla KoMnaHuMs MPOBOAUT aTTECTALMIO Pa3/INYHbIX
B/OOB O6BbEKTOB MHPOPMAaTU3aLMN B COOTBETCTBUM
c npmkasom PCTIK Poccum ot 29.04.2021 N277

n npnkasoM PCTIK Poccum ot 28.09.2020 N2110

Buvpabl 06bEKTOB:

Kputnyeckasa nHGopMaLUMOHHasa MHPPACTPYKTypa
ocypapcTBEHHbIE MHPOPMALMOHHbIE CUCTEMBI
3almiiaemble 1 BbigeneHHble NoMeLleHUs

M3BM gnsa o6paboTKu cBegeHni, COCTaBNAOLWMX
FOCYAApPCTBEHHYIO TalHy

TexHonornyeckme cMcTeMol 06paboTKu
MHpOPpMaLMK, B TOM HYUCTIE CUCTEMBI
TeneBn3nOoHHOIro HabnaeHusa 1 ap.

CTAHOAPT
BE3ONACHOCTHM




O6ecneyeHue cCaHKLMOHHOM STARBART i
He3aBUMCUMOCTM

Mbl rapaHTUPYEM 3aKa34yMKaM Mosy4YeHne NpenMyLecTB OT BHEAPEHNS
NHHOBALIMOHHbIX MPOAYKTOB POCCUINCKOW pa3paboTKu, MPOEKTUPOBAHMUS
N CTPOUTENBbCTBA MHOPACTPYKTYPbl HA OCHOBE OTEYECTBEHHbIX PEeLLIEHNI

CobcTBEHHOE NPOU3BOACTBO 060PYyAOBaHUA NOL TOProBOM MapKomn
POCTAB™

MocTaBKM NPOOYKTOB M PeLLeHnin 0T BeayLWuxX GMpM-nponsBoguTene

[MocTaBkn obopynoBaHua U MO KoMMNaHMK, KOTOPble MOKUHYNN
POCCUIMCKNI PLIHOK («MapannenbHbii UMMOoPT»)

TexHn4eckas nogaepka 06bLEeKTOB, Ha KOTOPbIX MCMOMb3yeTcs
o6opypoBaHMe 1 MO KoMMNaHWi, KOTOPbIE YLLIIM C POCCUNCKOIrO PbIHKA




KnioJyeBble LeHHOCTU

CTAHOAPT
BE30OINMACHOCTUM

AO «CtaHpapT 6e3onacHOCTU»

N%

® ﬂpﬂMble OTHOWEeHNA C KOMIMNaHNAMN -
rnpomsBognTeiamMm

« BHeppeHue Bcex NoAcUcTeM 6e30MacHOCTU
N yrpaBneHns 3aaHneM

 [MBKMe prHaHCOBLIE CXEMbI paboTbl C
KIIMeHTaMu

*  JdpdeKTnBHas peanmsaums NPOEKTOB
pas3/In4HOro MacluTaba

« [lpo3pavyHaa n apPeKTUBHAA CTPYKTypa
KOMMaHUN X

4

[MpodeccnoHanbHble KOMMNEeTEeHUMN CNyX6
npennpoga)HoM 1 NOCNENPOaAaXKHOM NOAAEPIKKU

Bbicokasa adpPeKTUBHOCTb MHBECTULIMA 3a CHET
BHEOPEeHUS TUMOBLIX PeLLUeHNI

PelleHns ons KIMEHTOB, KOTOPbLIM BaXkHa
MpPO3pPaYHOCTb LeHOO6pa3oBaHNA 1 NPOLIECCOB
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CnuncokK nuueH3nmn u ceptudmnKaToB

CTAHOAPT
BE3OMNACHOCTHM

JnyeHsus ot 18.05.2020 NeMKP® 20316

JInueH3msa Ha ocyLlecTBeHNe AeATEeNbHOCTU NO COXPaHEHMIO
06BEKTOB KYNbTYPHOro Hacneamsa (NaMaTHUKOB UCTOPUMN N KYNbTYPbl)
HapopoB Poccuinckon ®egepaumm, BolgaHa MUMHNCTEPCTBOM
KynbTypbl P®.

CpoK pgencrtemsa — 6eCccpoyHo

INMnueHsuns ot 16.07.2015 N2 dC 77-6/02430

JIMueH3msa Ha ocyLLeCcTBEHNE AeATENbHOCTU NO MOHTaXYy,
TEXHNYECKOMY OBCNYXXMBAHUIO U PEMOHTY CPeACcTB obecrnevyeHus
NOXXapHOW 6e30MacHOCTU 3[4aHNUN U COOPYXKEHUN, BblgaHa
MuHUCTepcTBOM PP no genam rpa)kgaHcKom 060poHbI,
YypesBbl4alHbIM CUTYaLMSIM U NMMKBMOALNU NOCNEACTBUN CTUXUMNHBIX
6encTeun.

CpoK pgencrtemsa — 6eCCpoyHo

JlnueHsus ot 08.12.2022 N238040

JInueHsns Ha npoBeaeHne paboT, CBA3aHHbIX C MCMNO/Ib30BaHNEM
CBEeLEHUMIN, COCTaBNSAOLWMX FOCYJapCTBEHHYIO TalHy, BbigaHa YPCH
Poccum no Mockese 1 MockoBcKom obnacTtun. CTeneHb CEKPETHOCTHU
pa3peLLeHHbIX K UICMONb30BaHUIO CBEAEHNN — CEKPETHO.

Cpok pencteus: oo 08 gekabpsa 2027 r.

JlnueHsus ot 11.02.2025 N240555

INMLEeH31s Ha NPaBO OCYLLECTBNIEHUS MeponpuUsATUiA U (UNK) oKasaHUs
ycnyr B 061acTu 3aluTbl roCyfapCcTBEHHOW TalHbl, BbigaHa YPCH
Poccum no MockBe 1 MoCKOBCKOW obnacTu.

Cpok pencteusa: oo 08 gekabpsa 2027 r.

JTnueHsuns ot 11.07.2017 N23351

JIvLeH3us Ha OeaTeNbHOCTb MO TEXHUYECKOW 3almTe
KOHpUMAeHUManbHom nHdopmauum, BolgaHa PenepanbHOM CyX60M
NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOIIO.

CpoK pgencrteums: 6eccpoYvyHo

JlnueHsus ot 27.03.2020 N21914

JlnueH3ua Ha npoBeaeHns PaboT CBA3aHHbIX C CO3daHMNEM CPeacTB
3alLUnTbl MHPOPMaLMK, BbiAaHa MUHUCTEPCTBOM O060POHbI
Poccuinckon depgepaumn.

AO «CTtaHpapT 6e3onacHoOCTU» aBnseTcs YneHom CaMoperynmpyemom
opraHmsauum HekoMmmepyeckoe napTHepcTBo «Ob6begnHeHne
opraHmM3sauuii, BbINOMHAOWMX NPOEKTHbIE PAaboTbl B Fa30BOM

N HedPTAHOM OTpacnn»

PerncrpaunoHHbin HoMep: CPO-I1-125-26012010

[aTta pernctpaumm: 17.12.2009

CpoK pgencrTeums: 6eccpo4vHo

AO «CTtaHpapT 6e3onacHOCTU» aBnseTcs YneHom CaMoperynmpyemMom
opraHmsauum Accoumaums cTpouTenem rasoBoro M HepTaHOro
komnnekcoB (CPO ACIuHK)

PernctpaunoHHbin HoMep: CPO-C-084-27112009

[ata perunctpauumn: 04.07.2017

CpoK gencrTema: 6ecCcpoyHo



UHHoBaunm POCTADB B 0611acTU UHTErpupoBaHHbIX

cUcTeM 6e3onacHoOCTU

1. KOPOTKUU UMUK 2. DOKYC HA 3. NOAAEPXKA

PASPABOTKU KUBEP- OMNEPALIMOHHDbIX

PELLEHUNA BE3OIMNACHOCTHU CUCTEM HA BA3E
A0PA LINUX

4. NOOOEPXKA
BEG-UHTEP®EUCA

5. UHTENPALIUA

C BUOMETPUHECKUMU
CUCTEMAMU
UWOEHTUPUKALIUU




UHHoBaunm POCTADB B 0611acTU UHTErpupoBaHHbIX
cucteMm 6esonacHoOCTU

6. REST API 014 7. NOOOEPXKA 8. 3ALLUTA OT 9. YOOBHA4 10. UHTErPALIUA
UHTErPALUU OTKA3O- BHYTPEHHUX BU3YAIIUSALIUA BIT-
CTOPOHHMUX YCTOUYUBDIX Yrpo3 COBbITUU MHPPACTPYKTYPY

PELLEHUU KOH®UTYPALIUM NMPEAMPUATUS




[MporpamMMHbI KoMnnekc «Kubepcrtab» SRR oo

MopaynbHas cucteMa aBToMaTM3aUmMm NpoLeccoB MHGOPMaLMOHHOM 6€30MacCHOCTM

ABTOMaTU4eCcKoe co3faHne, O6HOBNEHME U XPaHEHME
OOKYMeHTauun B chepe 3awmTbl MHPopMaLmMm 1 obpaboTku
1 NepcoHanbHbIX AaHHbIX (MOH) Mo aKTyanbHbIM LWAa6IoHaM,
COOTBETCTBYIOLWMM TPEO6OBaAHMAM 3aKOHOLATENbCTBA
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BeneHue ydyeTa CpeaicTB KpUNTOrpadmn4ecKom 3aLluThl
nHpopmaumn (CK3N)

ynpaBneHme npaBaMn OoCTyMa B opraHnM3aunn B OAHOM MecCTe
BepoeHne e,D,MHOVI CUCTEMbI Ha BCe OOBLEKTHI, cpeacCTtBa 3aLlLlnTbI
MHPOPMaLMK, B TOM HYUCTIEe KpunTorpadpumnyeckue,

MHPOPMALMOHHbIE CUCTEMBI, KPUTNYHECKYIO I/IHCI)OpMaLI,VIOHHyI-O

I/IHCDpaCprKTypy

MopenupoBaHMe yrpo3 ans onpeaeneHns puckos
N CBOEBPEMEHHOI0 pearmpoBaHus

’
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[MporpamMMHbI KoMnnekc «Kubepcrtab» SRR oo

BapI/IaHTbI HanoJIHeHNA MOo4YyNAMN NPOrPpaMMHOINo KOMIiJiIeKCa

Ba3soBblii naker: MononHuTenbHble MOAYNN: K M G‘e p CT a 6

AQMUHUCTpaTOp 3awuTa nHpopMauum

DOokyMmeHThl KUA Mopenb yrpo3
npOBOD,VIT MHBEHTapun3auuto I/IHCbOpMaLI,l/IOHHbIX

ABTOMAaTUYECKU OLLEHNBAET rOTOBHOCTb
AoxymenTts 117 Macnopt CC3U1 opraHuM3aLuu K NpoBepKaMm perynaTopos

[lokymetTsi M Noapep>XrBaeT akTyanbHOCTb AOKYMEHTaLMm
Ha MPOTSXXEHMM BCEIr0 XXM3HEHHOr O LMKNa

Mpaa poctyna PacwwupeHue pyHKUnOHana: [Nlo3BonigeT cneanTb 3a FOTOBHOCTbLIO

c e Mpasa pocTyna noaBeoOMCTBEHHbIX yHpeXxXaeHnn 1 dunmanos
e s (c 3anBKaMu Ha pocTyn) K MpOBEepKaMm




UHTerpaumna Kubepcrtadé u POCTAB SRR oo

CucTeMa cornacoBaHus 3asiBOK Ha npomnyck/gocTyn

K pa3nn4yHbIM o6bekTaM Yepes Knbepctab POCTAE®



bnarogapum 3a BHMMaHue!

LleHTpanbHbI 0pUC N CEPBUCHBIA LLEHTP:

105568, Mockea,

yn. YeuynuHa, a. 11, K. 1
Ten.: +7 (495) 223-33-32
dakc: +7 (495) 232-44-39

Odwuc B CaHkT-lNeTepbypre

196084, CaHkT-lleTepbypr,
MOCKOBCKUI NPOCNEKT, A. 79 A
Ten.: +7 (812) 388-72-34

dakc: +7 (812) 369-22-77

Oduc U LeHTp pa3paboTok B Apocnasne

150047, r. Apocnasnb,
yn. benuHckoro, g. 16B
Ten.: +7 (4852) 587-300

CTAHOAPT
BE3ONACHOCTHM

www.secst.ru
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